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	Subject:
	Social Media Communications Administrative Policy and Procedure

	Purpose:
	The Arrowhead Economic Opportunity Agency (AEOA) utilizes a variety of methods to communicate with customers and the larger community.  Examples of methods include, but are not limited to, print media, social media, websites, and e-mail blasts.  This administrative policy and procedures cover social media communication developed by the staff, by volunteers, and by the Board of Directors and committees that report to the Board.  The purpose of the guidelines and policies is to standardize practices, ensure the safety and privacy of the organization, and use the tools in an effective manner.  Both policies and guidelines are included in this document.  These policies and guidelines are a supplement to the current AEOA Information Systems/Internet Acceptable Uses Policy.


	Policy:
	Definitions

A "web site" is a page or group of related content pages that are accessible via the Internet by use of an address or "link" (Universal Resource Locator or URL).  For example: www.aeoa.org
A "social media site" is a site hosted by a third party on the Internet or an application (program) through which various people share information and content as members of a virtual community.  For example:  Facebook, Twitter, Pinterest, Tumblr.

Roles

Communications Staff

The Communications Staff provide marketing and communication assistance and guidance to Program Directors and others who develop materials/sites to communicate with members of AEOA, such as committee chairs and volunteers.  Communications Staff help to enforce branding, maintain the integrity of communications by monitoring AEOA sites and communication vehicles, and assure that all guidelines and policies are followed.  Currently AEOA has many staff who act in this manner for print media; but for social media, we have an Editorial Team consisting of a representative of each department and three department Directors.

Constituent organizations and staff who develop materials/sites for AEOA stakeholders

AEOA Program Directors and senior staff set the direction of their programs and events.  When developing materials/sites, they must confer to assure that guidelines and policies are followed and branding is used consistently.  They are encouraged to confer with the Editorial Team on a regular basis to take advantage of the marketing, advertising, and communications skills in the group.

Editorial Team

There is an Editorial Team that was established to consider specific questions and make decisions about the appropriateness of content proposed for official AEOA social media communications.  The Editorial Team consists of a representative of each department and three department Directors.  The Editorial Team has self-selected an Editorial Team Lead.



	Procedure:
	Handling issues that arise related to marketing and communication procedures

Occasionally an issue may arise for which Communications Staff, a site administrator, or the originator of a communication needs clarification.  For example, it may be unclear whether content is appropriate or whether a post should be removed from a social media site.

· When this occurs, the first step is for the Editorial Team staff to attempt to resolve the issue together.
· If it is not resolved through this process, the issue should be brought to the department Director of the department in question.
· If it is not resolved through conversation between the Director and the poster, the Editorial Team may be convened by e-mail or in-person.  Any member of the Editorial Team may convene the group.

· The opinion of the majority of the members of the Editorial Team shall prevail.

· The Editorial Team may seek legal advice, if needed, following proper Agency protocol.
· The Editorial Team may choose to bring the issue to the Board of Directors if the issue is significant.  The Team does not foresee this occurring except in rare cases.

· If there is a need for a time-sensitive decision, any member of the Editorial Team may make a decision subject to the Team’s later review of the decision.  This includes, but is not limited to, removing or correcting a post.  If a post is to be removed, the Editorial Team leader should be contacted to remove the post and to send an explanation to the person who posted it as to why it was removed.

Handling Media Inquiries or Legal Matters

Requests from the news media should be forwarded to the Executive Director.  The Executive Director may choose a representative to talk with the media or determine that no conversation should take place.  The Director may also choose to designate a representative who will have the authority to work with selected media on a particular topic.  Any request requiring legal response will be handled by the Executive Director.  These practices follow current Agency guidelines and policy.

Creating a new social media page or site
Policies

1. The AEOA Facebook page will be a business page.

2. All AEOA websites will have a privacy policy posted on the site.

3. Each page of all websites should have a copyright notice.

Guidelines

1. Administrators of all social media will receive training on marketing and communication policies and guidelines.

2. The Editorial Team determines who has authority to make changes or updates to the site.  On Facebook, any "friend" may enter a post as an individual.

3. Any content that will be placed on the AEOA Facebook will be approved by the Editorial Team as appropriate.  The Editorial Team will meet regularly to discuss posts and for continual evaluation of what is appropriate and relevant, what reaches the most stakeholders, and timing of posts.

4. The Editorial Team should review the list of administrators several times a year and update the list as necessary.

Material that may be posted
Policies

These policies apply to AEOA’s social media pages and not to personal communications outside the scope of employment with AEOA or communications that are not made on AEOA’s social media pages.
1. AEOA-run or -sponsored web sites and social media sites shall only be used for content that supports the mission of AEOA.  Such sites shall not be used for any personal, business, or political activities of staff or members of the organization.
2. AEOA has the right to delete any inappropriate content or that of any group that uses the AEOA name.  Inappropriate content includes, but is not limited to, material that is unlawful, obscene, false, defamatory, threatening, harassing, abusive, slanderous, hateful, or embarrassing to or concerning any other person or entity as determined by AEOA.  It also includes material that is an endorsement of a political candidate or party or content that violates the media’s terms of use, code of conduct, or other policies.
3. Financial solicitations may not be posted unless they support the mission of AEOA.

4. Material that infringes on the rights of any third party, including intellectual property, privacy, or publicity rights may not be posted and; if such material is posted, it will be removed.

5. Information about the health or physical condition of any employee or member of the organization or any of their family members should not be posted.

6. Statements of positions of AEOA on matters of public policy should be consistent with the mission of the Agency.  All content shall comply with all applicable laws and regulations.  Any questions concerning these requirements should be addressed to organizational leadership.

7. Consistent with the regulations for 501(c)(3) organizations, political contributions or requests for contributions to a political candidate cannot be made.

8. No pictures of youth under the age of 18 will be posted on AEOA social media sites unless said youth is not distinguishable in a large group photo from a distance or from behind.

Guidelines 
The following are examples of content which is appropriate for AEOA social media:

· News & announcements

· Educational content

· Related organization news

· National-related organizations

· Events with relevant content

· Brief excerpts from copyrighted material when used for educational purposes

The following are examples of content which is inappropriate for AEOA social media:

· Personal and family news or information

· Home garage sales, personal business offerings, and similar items

· Wholesale reproduction or major excerpts of copyrighted material

· Material that advocates for or against any political party or candidate.  This does not preclude advocating policy positions approved by the Board of Directors or thanking or criticizing elected representatives for their actions related to such positions (for example, "we thank Senator X for her support for the mortgage foreclosure bill which will greatly aid homeowners in distress.").

· Extra care should be taken during political campaign seasons to avoid the appearance of supporting or opposing any candidate or political party.

Monitoring AEOA social media sites

Guidelines

1. These monitoring guidelines are applicable, but not be limited to, Facebook, Linkedin, Twitter, and Pinterest sites of AEOA.

2. All sites should have an administrator.

3. A designated member of IT staff should maintain a list of passwords for all sites.

4. The editorial Board Leader, as well as the administrator of the site, should monitor portions of the sites that allow others to post information daily during non-holiday weekdays.

Removal of material from social media sites and websites

Policies

1. Material that violates this policy may be removed by AEOA if the information is posted on AEOA social media sites.
Guidelines

1.  Materials that do not violate this policy should not be removed, even if they contain a complaint about AOEA, as removal often exacerbates the issue.

Responding to posts on social media or comments
Guidelines

1. Anyone who notices a post which they think calls for a response should notify the Editorial Team member who represents the department that made the post, the relevant Program Director, or the site administrator.  Communications Staff and either the Program Director or site administrator should confer, if possible, to determine whether a response is appropriate.  If there is a question about whether a response is appropriate, they should contact a member of the Editorial Team.

2. If a response is appropriate, it should be made as quickly as possible, preferably within two (2) business days if the post was made during a weekday.

3. Posts entered during a weekend should be responded to within two (2) business days after the weekend.

4. It is best to respond off-line to a post which includes a complaint about AEOA or a leader or staff member.  It may help to post a comment such as, "We will contact you concerning your comment,” while conferring with appropriate staff on the response.
Images and Tagging
AEOA staff must follow all guidelines in the "Images and Tagging" section of this policy.

Children

1. Images of individual minor children (under age 18) or small groups (for example, two (2)  or three (3) children) must not be used on any AEOA social media site.

2. AEOA personnel are prohibited from tagging names of minor children on social media.

Adults

1. No consent is necessary for use of group photographs that do not identify the individuals pictured.

2. Adults must not be tagged by AEOA staff on any social media sites without their prior written permission.

3. A media release form is not required from AEOA staff members who submit a self-identifying photo for publication on AEOA social media.

4. Signed release forms for individuals’ pictures on AEOA social media websites are required.  Forms can be provided by the Editorial Team Leader and should be turned into the Editorial Team Leader for record-keeping.

Videos of Services/Events

1. Attendees must be informed when a service or event is being videotaped, indicating that the event may be broadcast.

2. The notice will be posted on a sign or printed on handouts.

3. The wishes of attendees who do not wish to have their images recorded should be respected throughout the service or event.

Use of Official Name and Logo

Policies

1. Any use of the official name or logo must follow the AEOA Logo Guidelines.

Staff Policies and Guidelines for using social media within and not within context of employment at AEOA

Staff Policies

1. These policies apply to all employees.

2. Staff are personally responsible for the content they publish on-line on AEOA sites, whether in a blog, social computing site, or any other form of user-generated media.

3. All communications within the scope of the employee's job must follow the conduct requirements from the AEOA’s Acceptable Use Policy.

4. Staff members must not “friend” or “follow” a minor unless the minor is a client of an AEOA program and the interaction is needed for the completion of AEOA activities and must only be performed through an official AEOA social media account.
5. Only those with specific permission can post as AEOA.  All others must use real identities rather than anonymous posts and comments.  Permission to post as AEOA is only provided to the Editorial Team.  Those wishing to post content to an AEOA social media site should contact their department representative to do so.

6. Any employee who uses electronic communications to disparage the name or reputation of the organization, its practices, or its officers, employees, volunteers, or members will be subject to serious discipline, up to and including immediate termination of employment.

7. Nothing in this policy shall be deemed to prohibit employees from discussing among themselves or publicly matters relating to the terms or conditions of their employment, but this does not permit the posting of false, malicious, defamatory, or hateful or biased content including content based on race, gender, sexual orientation, national origin, ethnicity, creed, religion, marital status, disability status, fertility or pregnancy status, status with respect to public assistance, familial status, or age, all of which are expressly prohibited.

8. Any employee who becomes aware of a policy or guideline that has not been followed by an employee should notify the Executive Director.

Staff Guidelines
1. Adults who work with children are strongly encouraged to set very stringent privacy settings on any social networking profile.

2. Adults are encouraged not to submit or accept "friend" requests to or from minors or youth on their private accounts.  Youth may ask to be "friends" and adults should discern the level of contact they want to maintain with youth prior to responding to these requests.

3. Site managers should be mindful that it is easy to forget or overlook who is participating or "friends" on a site over time and should periodically review member and "friends" lists to stay familiar and to maintain appropriate membership.

4. Respect your audience, express your views with appropriate language, and be respectful of the organization and its mission.

5. Even when engaging in social media for personal use, the comments of a member of AEOA may be viewed as a reflection on the organization.  Staff should use their best judgment when engaging in social media activities and should be on-guard against actions and discussions that could harm the interests of the community.

6. Avoid anything giving the appearance that you are speaking on behalf of AEOA (such as use of your title) when you are not; be clear when you are posting your own personal views.

7. Electronic communications should be consistent with the values of AEOA.  Do not say anything on-line that you would not say in-person as a representative of the organization.  If a public dialog gets heated, stop using a public forum and make the conversation private.

8. If you are engaged in a heated conversation via e-mail or on-line, do not respond until you have a chance to think through your response carefully and calmly and consult with a trusted mentor.  If the conversation involves complex issues, consider discussing the issue with senior staff before responding.

9. Leadership should consider adding the following disclaimer to personal web pages, social networking pages, and blogs in which the leader is personally identifiable:  ''These are my personal views and not necessarily those of AEOA."

10. Take extra care to assure that communications do not inadvertently share confidential or personal information, for example an individual's medical condition.

11. If you notice any material on an AEOA site that is potentially problematic, notify the Editorial Team Leader immediately.



	Internal &External References:
	

	Date Effective:
	

	Date Revised:
	

	Contact Person:
	


� EMBED WangImage.Document  ���








[image: image2.wmf]_1026891837.bin

