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	Subject:
	Security of Technology Resources

	Purpose:
	This administrative policy covers use of technology resources by the staff, volunteers, and the Board of Directors.  The purpose of the policy is to standardize practices, ensure the safety and privacy of the organization, and use the tools in an effective manner.  This policy is a supplement to the current AEOA Information Systems/Internet Acceptable Uses Policy.

	Policy:
	DEFINITION OF TERMS

1. Mobile Devices:  These include, but are not limited to, notebook computers, tablet PCs, iPhones, iPads, smart phones, compact discs, DVD discs, software, memory sticks, USB drives, discs, and other similar devices.
2. User:  Anyone with authorized access to the company’s assets.  This includes permanent and temporary employees; third parties, such as contractors or consultants; and others using company assets.
3. Screen Lock:  A password-protected mechanism used to block access to the device.  Screen locks can be activated manually or in response to settings.

4. Screen Timeout:  A setting that turns off and locks device display after the device has not been used for a specified amount of time.

5. Personally Identifiable Information:  Information that can identify an individual.  This includes, but is not limited to, an individual’s social security number, first name (or initial) plus last name.
ENFORCEMENT OF THIS POLICY

Failure to comply with this policy and/or its resulting procedures may be cause for disciplinary action up to and including termination.  Depending on the circumstances, federal or state law may permit civil or criminal litigation and/or restitution, fines, and/or penalties for actions that would violate this policy.

POLICY

1. All mobile devices must be password- or pin number-protected.  Fingerprints and facial recognition should not be used as a security measure.

2. The physical security of these devices is the responsibility of the user whom the device has been assigned to.  Mobile devices should be kept with the user when possible.  If a device cannot be kept with the user and needs to be stored, it should be stored in a secure place, out-of-sight.

3. If a mobile device is lost or stolen, promptly report the incident to your supervisor or IT rep.  This report should include the serial number if the device has one.  If your mobile device has a serial number, it should be recorded and given to your IT rep.  This includes IMEI numbers of cellular devices.

4. All data from the mobile device should be wiped before it is returned, exchanged, or disposed.  This can be done by your department IT rep.

5. All devices should have the settings for a screen lock and screen timeout enabled.

6. Individual login information should not be shared with anyone.
7. Personal devices should not be attached to AEOA technology resources.


	Procedure:
	RESPONSIBILITY

1. All mobile device users are responsible for following this policy.

2. Anyone observing what appears to be a breach of security violation of this policy must immediately report the incident to an appropriate-level supervisor.  Managers and supervisors are responsible for ensuring that all mobile device users in their department are aware of and understand this policy.

3. Employees are required to self-report a possible breach that they are a part of.
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